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1
Decision/action requested

It is requested that the proposal is approved.
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Rationale

3.1
Background

SA3 has agreed to take forward the FS_5GFBS - "Study on 5G security enhancement against false base stations" [1]. 
While a TR skeleton for the FS_5GFBS is still not available, it is only likely that there will be a Clause #5 as usual. The Clause #5 generally contains key-issues with its title, details, security threats, and potential security requirements. Since a TR skeleton is expected to be proposed in this meeting, we are proactively bringing up a discussion that could potentially be a new key-issue for Clause #5.
3.2
Privacy visibility in UEs
Security visibility is a familiar feature in SA3. In this section, we reason that it is only prudent to augment that feature with "privacy visibility".

For EPS, the security visibility feature is defined in Clause 5.2 of 3GPP TS 33.401 [2] which comprises of UE supporting an indicatioin of non-cihphered calls. 
That feature was then elaborately evolved for 5GS as defined in Clause 5.10.1 of 3GPP TS 33.501 [3]. 
For 5GS, the security visibility feature comprises of UE supporting to give various information to applications (e.g., via APIs). The informations being confidentiality and integrity protection used in AS layer, confidentiality and integrity protection used in NAS layer, bearer information used in AS layer, and algorithms used in AS and NAS layers.
It is unarguable that awareness of users on privacy has significantly increased, and cost of attempting traceability attacks have significantly decreased. Therefore, it is for the benefit of the whole 5G community if UEs support visibility of fantastic privacy features provided by the 5GS. 

Since SUPI concealment and stricter refreshment of 5G-GUTI are two of the major important highlights in 5GS, it seems that it is natural to add these two as additional informations that UE should support to provide to applications. This information could be helpful for both human user and applications in headless IoT devices. Atleast, a key issue should be added to the upcoming TR on FS_5GFB so that SA3 can discuss how best to update Clause 5.10.1 of 3GPP TS 33.501 [3].
Mind that what we propose is the "support" in the UEs, similar to the currently existing supports in Clause 5.10.1 of 3GPP TS 33.501 [3]. It is out of scope of SA3 to decide "how" the "support" is used. 
4
Detailed proposal

*** BEGIN CHANGES ***
5.X
Key Issue #X: Support for privacy visibility in UEs 

5.X.1
Key issue details

The 5G system introduced a new privacy feature that operators could use to conceal their subscribers' long-term identifier (SUPI) over-the-air. The 5G system was also designed from the start with another privacy feature which enforces frequent changes of subscribers' short-term identifier (5G-GUTI). See 3GPP TS 33.501 [m].
This key issue is about investigating how visibility of privacy features could be added to existing security visibility supports which are defined in Clause 5.10.1 of 3GPP TS 33.501 [m]. There could be several types of visibility support that are related to subscriber's privacy. At least, the SUPI concealment and 5G-GUTI refreshment are the two natural initial candidates. 

5.X.2
Security threats

Lack of support for privacy visibility in UEs makes it difficult (if possible, at all) to enable subscribers or applications be aware of privacy features. Such could ultimately lead to uninformed decisions, e.g., not using privacy sensitive applications even when privacy features are available due to lack of information or continuing to use privacy sensitive applications when privacy features are temporarily not available (due to some attack attempts by false base stations). The unwanted consequence being related to the following:

-
Subscriber privacy attack
5.X.3
Potential security requirements

The UEs shall support providing privacy visibility information to applications in the UE (e.g., via APIs).

*** END OF CHANGES ***
�AS is from currently existing text in Clause 5.10.1 in TS 33.501.





